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$ sudo journalctl -u ssh
$ sudo journalctl -u ssh -g "Failed password for invalid user "
$ sudo journalctl -u ssh -g "Failed password for root from "



$ vim ssh-simple.awk
/Failed password for invalid user/{

print $13
}
/Failed password for root from/{

print $11
}
$ sudo journalctl -u ssh | awk -f ssh-simple.awk



-

-

-



$ vim ssh-sort-root.awk
/Failed password for root from /{

ips[$11]=1
} 
END {

n=asorti(ips, sorted_ips)
for(i=1; i<=n; i++){

print sorted_ips[i]
}

}



-



-





$ sudo apt install -y firewalld
$ for i in $(sudo journalctl -u ssh | awk -f ssh-final.awk); do
sudo firewall-cmd --zone=drop --add-source=$i
done
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